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Abstract. Reducing greenhouse emission is a mission for many organizations.
Since road transportation is a major contributor of CO2 emission, there is a shift
towards electric vehicles rather than fuel vehicles due to zero CO2 emission during operation stage. With the gradual shift towards EV, the demand for electricity
would also increase. Thus, it is important to move our attention on how electricity
is generated because the provenance of electricity supply is closely linked to climate change. Energy system is complex resulting in difficulty to truly verify the
claims of “only using 100% green energy” by many buildings and charging stations. Blockchain technology caught the attention of researchers to adapt this
technology to track and trace the end-to-end off products. The purpose of this
paper is to identify the current state-of-art focusing in energy tracing using blockchain in academic and commercial sector. From our search, we identified one
literature and one commercial project that focus on energy tracing. There are 8
comprehensive systematic literature reviews published, but none of their work
focus on energy tracing. One of the reasons is the electricity is a non-physical
attribute matter which makes tracing of the source challenging. The volatility of
renewable energy source (RES) such as wind and solar power farms, along with
complex energy distribution system, makes tracing harder. Current work on energy tracing remain scarce and more work should focus on this section to prevent
rebound effect of carbon emission due to the lack of a transparent carbon footprint.
Keywords: Energy tracing, blockchain, rebound effect, electric vehicle.
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Introduction

1.1

Background

Moving towards greener energy is a part of the strategy in reducing greenhouse gas
emission. This has been a challenge for various international bodies. The European
Union commission has put in place legislation to reduce emissions by at least 40% by
2030, as part of the EU's 2030 climate and energy framework. [1]. Nations outside of
EU also committed to bring down the greenhouse emission to a pledge target. For

2

example, the Norwegian government pledges to be a carbon neutral country by 2050
and Canada pledges to cut carbon emissions by 30 per cent by 2030 [2, 3].
Road transportation contributed of greenhouse gas emission up to 70% compared to
other mode of transportation [4]. Similarly, the energy demand for road transportation
is the highest compared to other types. To combat climate change, there is now a gradual shift towards electric vehicles (EV) from fossil fuels types because fossil fuelsbased vehicles inevitably emits CO2. EV is a greener mode of transportation because
of the zero-carbon emission during the operation phase. Therefore, it is now important
to move our attention to production stage on how electricity is generated.
With the current trend of shifting towards a greener world, the reliance of non-renewable energy, particularly fossil fuel, is reducing. Offices, residential area, manufacturing
plant and soon, more vehicles rely on electricity. Electricity is generated from different
types of energy source to sustain our daily lives. Different types of energy source have
different impact on climate change. For example, renewable energy sources like solar
power has less negative impact on climate change than fossil fuels.
Currently, there are many claims by buildings and EV charging station that they only
utilize 100% green energy. Owing to the complex distribution of electricity generated
from different energy sources, it is challenging to truly verify the provenance of the
electricity. There is an extensive research on using blockchain as a digital tool to track
the provenance of product and food throughout the entire supply chain. However, the
focus on the provenance of the electricity remains little. This paper is to draw a clearer
picture of the current state-of-art the electricity tracing in the energy sector. To answer
this, a systematic literature review is executed to answer the following two research
tasks (RT).
RT1 : What is the state-of-art?
RT2 : What are the barriers and potential future work?
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Related work

2.1

Electricity

Since things are now more electrified then before such as the shift to EV and electrified
heater from fuel cars and wood-based heater respectively, it is important to understand
how electricity is generated because it is closely related to climate change. Electricity
is the delivery of energy resulted from a series of transmission across multiple grid
levels and the interplay of numerous entities across several connected infrastructures
[5].
Electricity can be generated from two types of sources: (1) Renewable sources such as
solar, wind and Hydro and (2) Non-renewable sources like fossil fuels. For example, in
a fossil fuel plant, electricity is generated through the conversion of heat energy to
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electricity while hydropower converts kinetic energy to electricity. The generated electricity is then transmitted through a series grid then to final consumer as shown in Fig
1. Both these energy sources generate electricity to support daily lives, but each have
different impact on the climate. A life cycle assessment done by Siddiqui and Dincer
[6], they encouraged electricity derived from hydropower power plant to be heavily
utilized because the generation stage does not use utilize fossil fuel and emits CO2.
Energy markets is already highly complex and with the increasing share of renewable
energy sources such as wind and solar power plants only serve to amplify this complexity [5]. In short, electricity is generated from a mixed from different energy sources and
varies from a country to another. Today, there are firms that claims to be utilizing only
green energy. The deeper question is how we can know the source and trace or track
the greenness of our electricity. A lot work has mentioned how blockchain can enhance
the traceability of product within a complex supply chain [7].

Fig. 1. Layout of general electricity network

2.2

Blockchain

Blockchain technology is a distributed ledger that contains replicated and synchronized
digital data. This technology has the potential in enhancing traceability and transparency owing to how blockchain stores data structure. All valid transactions are recorded
in a block format, and each block is linked with a time stamp and hash references forming a chain of blocks [8]. The data storage structure ensures that information and data
are stored in a tamper-evident environment [9] because any attempt to alter information
breaks the hash reference and thus makes it obvious to the other members of the network. This way, a hash reference creates a tamper-evident environment that maintains
and ensures data integrity. Blockchain technology can store events chronologically
which enhance the traceability.
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Blockchain has caught the attention of sectors like food [10] and pharmaceutical [11]
sectors to ensure the to ensure end-to-end traceability and the product Integrity. With
the similar interest, this technology can potentially shed some light in energy tracing.
However, the current focus in tracing the provenance of electricity using blockchain
remain unclear. This is an important key as things are electrified, it is crucial to for user
to know the degree of “greenness” of the electricity source. To answer this, we will
perform a systematic literature review on blockchain and energy tracing to have a
clearer picture of the current state-of-art.
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Methodology

3.1

Search requirement

In our search, we include academic, commercial and startup projects. Literature included mainly literature from: published work reports and application descriptions of a
commercial project, revealing the core idea of the project from both private and public
sectors are collected.
The review of material starts as early as in 2008, since the term blockchain was firstly
introduced, until May 2021 prior to the submission of this paper. Material collection
was carried out through various databases (Scopus, IEEE Xplorer digital library and
Web of science) to gather widest possible samples. Only English papers were included,
with no restrictions on the year or country of publication. We excluded general views,
no full paper, and conference abstracts.
In order to capture blockchain technology specifically within the energy tracing, and to
be as comprehensive as possible, generic keywords we used the following:
• (blockchain) AND (“Energy tracing”)
• (blockchain) AND (“Energy tracking”)

Fig. 2. Summary flow of systematic literature review
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3.2

Material collection and analysis

We initially collected a total of 6 papers (3 from Scopus, 2 from Web-of-Science and
1from IEEE Xplorer Library). After a thorough screening based on our systematic literature flow as shown in Figure 2, there is only 1 paper that fits our criteria. Similar,
from our search in the commercial sphere, there is only one commercial project focusing in energy tracing using blockchain technology.
Table 1. Table captions should be placed above the tables.

Author

Type

Scope

Approach

Comments

Yang, et
al. [12]

Academic

Electric vehicle

Display Green Pass and
checking Green Pass on
the blockchain.

Iberdrola
Group

Commercial
project

Green energy certificate

to guarantee, in real
time, that the energy
supplied and consumed
is 100 % renewable

Certification is difficult to justify the
source of electricity
generation
The framework is not
explained

Table 1 gives a summary of the collected material. There is one published literature
which focused on blockchain-based energy tracing in electric vehicles (EV). Yang et
al. [12] published their work on energy tracing method for electric vehicles charging
consumption in relation to the type and source of energy. They designed a platform
which integrates the power trading centre, power dispatching centre, local power operators and EV user using blockchain. Green pass is stored on blockchain for checking to
ensure to check the renewable transaction. However, electricity generation is from a
mix of different energy source; therefore, a certified green pass may be difficult to justify the origin of energy source.
Iberdrola Group [13], a company in Spain, is working on to certify the source of green
energy generated wind farms in Spain. They have begun a pilot project based on using
blockchain to guarantee, in real time, that the energy supplied and consumed is 100%
renewable. Using this technology, they have managed to link plants where electricity
is produced to specific points of consumption, allowing the source of the energy to be
traced. This increases transparency and ultimately encourages the use of renewable energy. However, the framework is not disclosed much. Current work effort on energy
tracing using blockchain remains limited.
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4

Finding and discussion

4.1

RT1: What is the state-of-art

After internet of Energy (IoE), blockchain has emerged as a popular technology in the
energy sector by integrating blockchain to can result in a more secure, fast, transparent
and low-cost operation solution [14]. There are eight [5, 14-20] systematic literature
review published on blockchain-based within the energy sector. Andoni, et al. [16] reviewed and mapped out 140 blockchain commercial and research initiatives on the challenges and opportunities of the applications of blockchain for energy industries. They
pointed some of the potential impacts are sharing resources for EV charging and significantly improve auditing and regulatory compliance. However, they did not mention
on the tracing of the electricity and the energy source in most their work.
Ante, et al. [5] pointed out in their literature review that energy management in smart
grids such as peer-to-peer trading is the potential emerging fields within the energy
sector using blockchain. This is due to what blockchain can offer; immutable
timestamped transaction which makes trading easier and less complex. Private oil and
gas company like Shell [21] also envision the potential of blockchain in renewable energy source tracking which could change relationship between how energy is produced
and consumed and transform the way companies collaborate and interact to accelerate
the development of low-carbon energy.
Energy tracing is important because without a transparent energy footprint, rebound
effect of carbon emission may occur. The increase in the use of electricity, particularly
EV. This is important for user to know what types of energy source generated electricity. Since the operation stage are now relying on electricity, the generation stage becomes the main focus in order to meet the energy demand. When the user have the
impression of that they are utilizing of green electricity and with the increasing demand,
it could potentially result in increasing production of energy source which leads to increase of rebound effect of CO2 [22], if the energy source are not generated from renewable energy source like hydropower and solar energy.
Digitalization can help to decarbonise future energy system for example in both tracing
EV consumption and energy management system. Becour is private firm that focuses
on tracking of renewable energy with the goal of increasing transparency of the energy
market accelerate the shift away from fossil-based production [23]. Petrusic and Janjic
[24] proposed a novel charging system to track the origin of the energy for the charging
of EV in multiples systems using multicriteria algorithm. However, both the work did
not mention blockchain technology as digital tool to enhance tracking. This could due
to the nature of electricity is difficult to trace.

7

4.2

RT2: What are the barriers and potential future work

Unlike physical object tracking like food and diamond, electricity is a non-physical
attribute making it challenging to trace the origin. The concept of tracking the provenance of food is easier as current approach is assigned unique identifier to the physical
product but that is not for the case for electricity tracing. The fact that, energy flow is
highly dynamic, which makes electricity more challenging to trace from energy source
of the electricity then to final consumer. The current approach in ensuring the use of
green energy source is by trading of green certificate. Owing to the immutable nature
of blockchain, researchers have suggested this technology can store and trace the green
certificate which guarantees the electricity is generated from green energy. However,
electricity is highly dynamic which make green certificate difficult to truly reflect the
origin of the energy source.
Another barrier in tracing electricity is because electricity is generated from a mix of
different energy sources in order to provide sufficient electricity. Unlike Norway almost
100 % of the electricity production come from renewable energy sources (RES) [25],
most of the other countries have a diverse energy mix to generate electricity. For example, in the US about 80% of the electricity is produced from fossil fuels and about
11% is from RES [26]. RES is a better alternative compared to fossil fuels when it
comes the greenhouse emission, but its volatile supply of energy only serves to amplify
this complexity which in turns makes tracing of energy harder. Batteries can be an alternative to store energy from RES during good weather condition, but it faces issues
such as reduction in power quality and increased of energy loses during charging [27].
Apart from electricity consumption in EV, the electricity consumption in building sector dominates approximately 30% of the global annual greenhouse gases emission [28].
And in the entire life span of a building, the operational stage has the largest share of
carbon emission [29, 30]. Agency [31] reported that in the operational stage, up to approximately 50% of the energy supplied is utilized for space heating and cooling purposes in the OECD countries. The types of energy supply to the both residential and
non-residential building for activities like heating and cooling is important to prevent
greenwashing and rebound effect because many has claimed their buildings only utilize
100% green energy.
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Conclusion

Blockchain has emerged as a popular technology in the energy sector due to various
benefits such as secure, transparent, and low-cost operation solution offered by blockchain. However, the focus on the energy tracing remains very limited. The energy
source for electricity generation is closely connected to carbon emission. It is important
to place a strong focus in tracing the energy source since things are more electrified
then before. From our search, only 2 work focus on energy tracing. Current method of
trading green energy certificate may not truly reflect how the energy source since electricity is highly dynamic. This work highlight the need to focus on energy tracing. With
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the benefits offer by blockchain, particularly in terms of traceability, it potentially can
reduce some complexity and open up new types of services in the energy market for a
more transparent green energy trading. Although from our search, there are not many
relevant literature and commercial project focusing on energy tracing at this stage, yet.
Nonetheless, it is vital to understand the entire end-to-end of electricity generation to
consumption in order to have a positive impact on climate change.

6

Acknowledgement

This study is funded by the NTNU digital transformation project: Trust and transparency in digital society through blockchain technology.

References
1. E.
Commision.
"Progress
made
in
cutting
emission."
https://ec.europa.eu/clima/policies/strategies/progress_en#tab-0-0 (accessed 06 May 2021).
2. Reuters, "Norway seeks to be "carbon neutral" by 2050," in Reuters, ed, 2007.
3. P. Zimonjic and M. McDiarmid, "Canada set to meet Paris climate commitments under plan
to be announced Friday," in CBC News, ed, 2016.
4. E.
Comission.
"A
European
Strategy
for
low-emission
mobility."
https://ec.europa.eu/clima/policies/transport_en (accessed 12 May, 2021).
5. L. Ante, F. Steinmetz, and I. Fiedler, "Blockchain and energy: A bibliometric analysis and
review," Renewable and Sustainable Energy Reviews, vol. 137, p. 110597, 2021/03/01/
2021, doi: https://doi.org/10.1016/j.rser.2020.110597.
6. O. Siddiqui and I. Dincer, "Comparative assessment of the environmental impacts of
nuclear, wind and hydro-electric power plants in Ontario: A life cycle assessment," Journal
of Cleaner Production, Article vol. 164, pp. 848-860, 2017, doi:
10.1016/j.jclepro.2017.06.237.
7. P. K. Wan, L. Huang, and H. Holtskog, "Blockchain-Enabled Information Sharing within a
Supply Chain: A Systematic Literature Review," (in English), IEEE Access, vol. 8, pp.
49645-49656, 2020.
8. A. M. Antonopoulos, Mastering Bitcoin: Unlocking Digital Cryptocurrencies. Newton,
MA, USA: O’Reilly Medi, 2015.
9. D. Drescher, Blockchain basics : a non-technical introduction in 25 steps. New York:
Apress, 2017.
10. K. S. Loke and O. C. Ann, "Food Traceability and Prevention of Location Fraud using
Blockchain," vol. 2020-December, 2020, doi: 10.1109/R10-HTC49770.2020.9356999.
11. F. Leal et al., "Smart Pharmaceutical Manufacturing: Ensuring End-to-End Traceability and
Data Integrity in Medicine Production," vol. 24, 2021, doi: 10.1016/j.bdr.2020.100172.
12. Y. Yang, D. Peng, W. Wang, and X. Zhang, "Block-chain based Energy Tracing Method for
Electric
Vehicles
Charging,"
pp.
2622-2627,
2020,
doi:
10.1109/iSPEC50848.2020.9350999.
13. Iberdrola. "How can blockchain be used to certify the source of green energy."
https://www.iberdrola.com/innovation/blockchain-energy (accessed 06 May 2021).

9
14. A. Miglani, N. Kumar, V. Chamola, and S. Zeadally, "Blockchain for Internet of Energy
management: Review, solutions, and challenges," Computer Communications, Review vol.
151, pp. 395-418, 2020, doi: 10.1016/j.comcom.2020.01.014.
15. A. Ahl, M. Yarime, K. Tanaka, and D. Sagawa, "Review of blockchain-based distributed
energy: Implications for institutional development," Renewable and Sustainable Energy
Reviews, Review vol. 107, pp. 200-211, 2019, doi: 10.1016/j.rser.2019.03.002.
16. M. Andoni et al., "Blockchain technology in the energy sector: A systematic review of
challenges and opportunities," Renewable and Sustainable Energy Reviews, Review vol.
100, pp. 143-174, 2019, doi: 10.1016/j.rser.2018.10.014.
17. E. Erturk, D. Lopez, and W. Y. Yu, "Benefits and risks of using blockchain in smart energy:
A literature review," Contemporary Management Research, Review vol. 15, no. 3, pp. 205225, 2019, doi: 10.7903/cmr.19650.
18. J. Golosova, A. Romanovs, and N. Kunicina, "Review of the Blockchain Technology in the
Energy Sector," in Advances in Information, Electronic and Electrical Engineering, AIEEE
2019 - Proceedings of the 7th IEEE Workshop, 2019, vol. 2019-November, doi:
10.1109/AIEEE48629.2019.8977128.
19. S. Johanning and T. Bruckner, "Blockchain-based Peer-To-Peer Energy Trade: A Critical
Review of Disruptive Potential," in International Conference on the European Energy
Market, EEM, 2019, vol. 2019-September, doi: 10.1109/EEM.2019.8916268.
20. A. Salian, S. Shah, J. Shah, and K. Samdani, "Review of blockchain enabled decentralized
energy trading mechanisms," in 2019 IEEE International Conference on System,
Computation,
Automation and Networking,
ICSCAN 2019, 2019, doi:
10.1109/ICSCAN.2019.8878731.
21. S. Brink, "How can blockchain support the energy transition?," ed, 2021.
22. D. Grant, A. K. Jorgenson, and W. Longhofer, "How organizational and global factors
condition the effects of energy efficiency on CO2 emission rebounds among the world's
power plants," Energy Policy, vol. 94, pp. 89-93, 2016/07/01/ 2016, doi:
https://doi.org/10.1016/j.enpol.2016.03.053.
23. Becour. "The future is electric, renewable and digitalized." https://becour.com/what-we-do/
(accessed 13 May, 2021).
24. A. Petrusic and A. Janjic, "Article renewable energy tracking and optimization in a hybrid
electric vehicle charging station," vol. 11, no. 1, pp. 1-17, 2020, doi: 10.3390/app11010245.
25. S. Norway. "Electricity." https://www.ssb.no/en/elektrisitet (accessed.
26. U.
E.
I.
Administration.
"U.S.
energy
facts
explained."
https://www.eia.gov/energyexplained/us-energyfacts/#:~:text=The%20United%20States%20uses%20a%20mix%20of%20energy%20sour
ces&text=Primary%20energy%20sources%20include%20fossil,produced)%20from%20pri
mary%20energy%20sources. (accessed 12 May, 2021).
27. M. Nichoals and D. Hall, "Lessons Learned on Early Electric Vehicle Fast-charging
Deployments," White Paper for the International Council on Clean Transportation, 2018.
28. U. SBCI, "Sustainable Buildings Climate Initiative, Buildings and Climate Change,," 2009.
29. V. Weiler, H. Harter, and U. Eicker, "Life cycle assessment of buildings and city quarters
comparing demolition and reconstruction with refurbishment," Energy and Buildings,
Article vol. 134, pp. 319-328, 2017, doi: 10.1016/j.enbuild.2016.11.004.
30. L. Huang, Y. Liu, G. Krigsvoll, and F. Johansen, "Life cycle assessment and life cycle cost
of university dormitories in the southeast China: Case study of the university town of
Fuzhou," Journal of Cleaner Production, vol. 173, pp. 151-159, 2018/02/01/ 2018, doi:
https://doi.org/10.1016/j.jclepro.2017.06.021.

10
31. I. E. Agency, "COMING IN FROM THE COLD: Improving District Heating Policy in
Transition Economies," 2004.

